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Abstract: Predictive policing has emerged as one of the most consequential applications of data analytics within contemporary criminal justice 
systems, promising to identify crime hotspots before offences occur and thereby enabling police agencies to allocate scarce resources more 
efficiently. This article examines the technical foundations, operational deployment, and legal-constitutional implications of hotspot-
identification techniques used in predictive policing, drawing on spatial statistics, machine learning, and self-exciting point process models such 
as the Epidemic-Type Aftershock Sequence (ETAS) framework. Using a doctrinal-cum-analytical research methodology supported by secondary 
technical and policy literature, the study evaluates kernel density estimation, risk terrain modelling, and ensemble machine-learning classifiers 
against criteria of predictive accuracy, operational utility, and rights-compliance. The article situates these techniques within India's 
constitutional framework, particularly Articles 14 and 21 and the Puttaswamy privacy jurisprudence and compares them with regulatory 
responses in the United States, the United Kingdom, and the European Union. Findings indicate that while algorithmic hotspot mapping can 
meaningfully improve the efficiency of patrol allocation, its reliance on historically generated police data creates a substantial risk of feedback-
loop bias, disproportionately concentrating surveillance on already over-policed and marginalized localities. The study further finds that India's 
existing statutory architecture, including the Information Technology Act, 2000, and the Digital Personal Data Protection Act, 2023, does not 
adequately address algorithmic accountability in law-enforcement contexts. The article concludes with recommendations for algorithmic impact 
assessment, independent auditing, and judicial and community oversight mechanisms to ensure that predictive policing tools strengthen rather 
than erode constitutional guarantees of equality, privacy, and due process. 
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1. Introduction 
Crime does not occur randomly across space and time; decades 
of criminological research confirm that offences cluster around 
specific streets, intersections, and micro-locations commonly 
described as “hotspots” [1], [16]. The recognition that a small 
fraction of places generates a disproportionately large share of 
recorded crime has reoriented policing strategy away from 
uniform patrol coverage toward geographically targeted 
intervention. Predictive policing extends this insight by 
employing statistical and computational models to forecast 
where, and sometimes when, future crime is most likely to occur, 
allowing law-enforcement agencies to pre-position resources 
rather than merely respond after the fact. 
The last decade has witnessed the rapid diffusion of predictive 
policing technologies across jurisdictions as varied as Los 
Angeles, Chicago, Kent (United Kingdom), and several Indian 
metropolitan police forces, including the Delhi Police's Crime 
Mapping, Analytics and Predictive System (CMAPS) [22], [23]. 
These systems draw techniques ranging from kernel density 
estimation and risk terrain modelling to self-exciting point 
process models inspired by seismology, and increasingly on 
machine-learning classifiers trained on historical crime, calls-for-
service, and socio-demographic data. Proponents argue that such 
tools can meaningfully improve the efficiency of patrol 
deployment and reduce victimisation, while critics warn that the 
same tools risk entrenching historical patterns of discriminatory 
enforcement, particularly where the underlying data reflects 
biased or unlawful policing practices [4], [6], [7]. 
The Indian context presents a particularly important, yet under-
examined, site for this inquiry. India's constitutional recognition 
of privacy as a fundamental right under Article 21, articulated in 
Justice K.S. Puttaswamy (Retd.) v. Union of India [25], imposes 
a proportionality requirement on any State action that processes 
personal data, including the geospatial and behavioural data 
underlying predictive policing systems. At the same time, India's 
principal data protection enactment, the Digital Personal Data 
Protection Act, 2023 [27], carves out significant exemptions for 

law-enforcement processing, leaving a regulatory gap that this 
article seeks to map. The deployment of CMAPS and comparable 
State-level initiatives in Punjab, Uttar Pradesh, and Rajasthan has 
proceeded with limited public disclosure of methodology, audit 
mechanisms, or accuracy benchmarks, a transparency deficit 
compounded by broad law-enforcement exemptions under the 
Right to Information Act, 2005 [24]. 
This article addresses three interlocking concerns: first, the 
technical architecture by which crime hotspots are statistically 
identified and forecast; second, the constitutional, statutory, and 
comparative legal framework that governs, or fails adequately to 
govern, such systems; and third, the practical and normative 
implications of feedback-driven algorithmic bias for equality and 
due process. The remainder of the article proceeds as follows. 
Section 2 reviews the technical and socio-legal literature on hotspot 
identification and predictive policing. Section 3 sets out the 
research objectives, followed by the research questions and 
hypotheses in Section 4. Section 5 describes the research 
methodology. Section 6 presents the principal analytical 
discussion, addressing technical methods, constitutional doctrine, 
statutory framework, judicial interpretation, comparative 
institutional practice, and algorithmic bias. Sections 7, 8, and 9 set 
out the findings, recommendations, and conclusion respectively. 

 
2. Review of Literature 
Discuss The theoretical foundations of hotspot policing trace to 
environmental criminology, which holds that criminal 
opportunity is structured by the routine activities of offenders, 
victims, and the physical environment rather than distributed 
uniformly across space [16]. Building on this foundation, Eck et 
al. [14] catalogued the principal cartographic techniques used by 
crime analysts to visualise spatial concentration, including point 
mapping, choropleth mapping, and kernel density estimation 
(KDE), establishing KDE as the de facto standard for 
retrospective hotspot visualisation in police crime-analysis units 
worldwide. Chainey, Tompson and Uhlig [10] subsequently 
benchmarked several hotspot-mapping techniques against actual 



 

 

 

future crime locations and found that KDE techniques, 
particularly when weighted to emphasise recent events, 
consistently outperformed simple thematic mapping of 
administrative boundaries in predicting where crime would 
next occur. 
A decisive conceptual advance came from the recognition that 
crime risk is not merely spatially but also temporally 
communicable. Bowers, Johnson and Pease [1] demonstrated 
that residential burglary exhibits a “near-repeat” pattern, 
whereby dwellings within a few hundred metres of a recently 
burgled property face significantly elevated risk for several 
weeks thereafter, a finding that gave rise to “prospective hot-
spotting” as distinct from purely retrospective hotspot mapping. 
This near-repeat phenomenon supplied the theoretical bridge 
between descriptive crime mapping and genuinely predictive 
analytics, since it implied that future crime locations could be 
statistically inferred from the spatio-temporal pattern of very 
recent events rather than from long-run averages alone. 
Drawing an explicit analogy with earthquake aftershock 
sequences, Mohler et al. [2] formalised near-repeat 
victimisation using self-exciting point process models, in which 
each crime event temporarily elevates the probability of further 
events nearby, an approach adapted from the Epidemic-Type 
Aftershock Sequence (ETAS) model used in seismology. Short, 
Brantingham, Bertozzi and Tita [11] complemented this 
stochastic formulation with a reaction-diffusion partial 
differential equation model, showing mathematically how 
hotspots can form, persist, and either dissipate or displace in 
response to police suppression, an insight with direct 
operational relevance to the long-standing policy debate over 
whether hotspot policing merely displaces rather than reduces 
crime. Rosser and Cheng [17] later refined the self-exciting 
point process approach using isotropic triangulation to improve 
forecast accuracy and computational robustness over irregular 
geographic units, a methodological development of particular 
relevance to jurisdictions, such as Indian cities, where 
administrative boundaries are irregular and population density 
varies sharply across short distances. 
The empirical validity of these models has been tested under 
real-world conditions. In the most widely cited randomised 
controlled trial of predictive policing to date, Mohler et al. [3] 
compared ETAS-based forecasts against the manual predictions 
of trained crime analysts across police divisions in Los Angeles 
and Kent (United Kingdom), finding that the algorithmic model 
identified between 1.4 and 2.2 times as much crime per unit 
area as analyst-generated hotspot maps, and that patrols 
directed by the algorithm produced an average 7.4 percent 
reduction in crime volume, while analyst-directed patrols 
showed no statistically significant effect. Complementing this, 
Braga's [8] systematic review of randomised controlled trials of 
hotspot policing more broadly found consistent, modest crime-
reduction effects with little evidence of significant short-term 
displacement to surrounding areas, lending support to the 
premise that concentrating police presence at predicted hotspots 
can meaningfully suppress crime rather than merely relocate it. 
An alternative methodological tradition, risk terrain modelling 
(RTM), shifts the unit of analysis from past crime incidents to 
the environmental features statistically associated with 
criminogenic risk, such as proximity to bars, vacant lots, or 
transit nodes, enabling forecasts even in areas with sparse 
historical crime data [9]. Machine-learning approaches have 
further expanded the range of usable inputs: Wang, Gerber and 
Brown [12] demonstrated that features automatically extracted 
from geotagged social-media posts could improve short-term 
forecasting accuracy for certain offence categories beyond 
models using only structured police records, foreshadowing the 
incorporation of unstructured, high-volume data streams into 

operational systems. A systematic review by Kounadi et al. [18] 
of the broader spatial-crime-forecasting literature found that, 
while reported predictive accuracy varies considerably across 
studies and offence types, ensemble and deep-learning methods 
increasingly outperform classical KDE baselines on retrospective 
benchmarks, even as the review cautioned that few studies 
validate models prospectively in live policing conditions, limiting 
confidence in claims of real-world operational superiority. 
A parallel and increasingly influential body of socio-legal and 
computer-science scholarship has interrogated the normative 
consequences of these technical gains. Lum and Isaac [4] 
demonstrated, using a simulated drug-crime dataset for Oakland, 
California, that predictive policing models trained on historical 
arrest data reproduce and can amplify pre-existing patterns of 
disproportionate enforcement in low-income and minority 
neighbourhoods, because such data reflects where police have 
chosen to look rather than where offending actually occurs. 
Ensign et al. [6] formalised this dynamic mathematically, 
showing that when an algorithm's own predictions determine 
where police are deployed, and deployment in turn determines 
which crimes are recorded, a runaway feedback loop can emerge 
in which predicted hotspots become self-fulfilling regardless of 
the true underlying crime rate, unless the system is deliberately 
debiased. Richardson, Schultz and Crawford [7] extended this 
critique institutionally, documenting thirteen U.S. jurisdictions in 
which predictive policing systems were built upon data generated 
during periods of documented unlawful or racially biased 
policing, coining the phrase “dirty data, bad predictions” to 
capture the risk that algorithmic systems launder historical 
misconduct into apparently neutral statistical outputs. Selbst [20] 
situated these findings within U.S. anti-discrimination doctrine, 
arguing that disparate-impact liability frameworks are poorly 
equipped to address harms produced by facially neutral 
predictive algorithms, while Joh [19] examined the doctrinal 
strain that big-data policing places on Fourth Amendment 
reasonable-suspicion standards, and Ferguson [21] synthesised 
these concerns into a broader account of “big data policing” as a 
structural shift in the locus of police discretion from the street-
level officer to the algorithm designer. 
Within the Indian context, empirical and policy literature remains 
comparatively sparse but is growing. Marda and Narayan [22] 
conducted one of the first systematic studies of CMAPS, the 
Delhi Police's predictive hotspot-mapping platform, documenting 
historical, representational, and measurement biases embedded in 
its data layers, including filters keyed to localities described as 
migrant colonies or as historically and culturally associated with 
crime, which risk encoding caste, religious, and economic 
profiling into an ostensibly technical tool. The Comptroller and 
Auditor General's audit of Delhi Police's digital initiatives [23] 
similarly found that CMAPS had been deployed as a decision-
support tool without a documented framework for evaluating its 
predictive accuracy or operational impact. The Vidhi Centre for 
Legal Policy [24] has further catalogued the spread of 
comparable tools to Punjab, Uttar Pradesh, and Rajasthan, noting 
that extensive law-enforcement exemptions under the Right to 
Information Act, 2005, have left these systems largely outside the 
reach of public scrutiny. 
Taken together, the literature establishes a robust technical case 
for the predictive value of spatio-temporal hotspot models and an 
equally robust critical case for their susceptibility to bias and 
feedback-loop entrenchment. What remains comparatively 
underdeveloped, particularly in the Indian legal literature, is a 
systematic mapping of how constitutional doctrine, specifically 
the proportionality standard articulated in Puttaswamy [25], and 
India's still-evolving data protection framework [26], [27] 
interact with the specific technical architecture of hotspot-
identification systems. This article seeks to address that gap by 



 

 

 

integrating the technical, comparative, and doctrinal strands of 
literature into a single analytical framework. 
 
3. Research Objectives 

 The study is guided by the following objectives: 
1. To examine the principal statistical and machine-learning 

techniques used to identify and forecast crime hotspots. 
2. To analyse the constitutional and statutory framework 

governing the collection and algorithmic processing of 
crime-related data in India. 

3. To evaluate judicial approaches to algorithmic and data-
driven law-enforcement tools in India and comparable 
jurisdictions. 

4. To assess the risk of algorithmic bias and feedback-loop 
entrenchment in predictive policing systems, with 
reference to Indian deployments. 

5. To formulate policy and legal recommendations for the 
rights-compliant use of predictive policing technologies 
in identifying crime hotspots. 
 

 3.1 Statement of the Problem and Scope 
 Indian police forces have begun adopting algorithmic hotspot-

identification tools without a settled doctrinal or statutory 
framework specifically calibrated to their risks, even as 
comparative jurisdictions report both measurable operational 
benefits and serious accountability deficits from materially 
similar tools. The present study addresses this problem by 
asking, in an integrated manner, how such systems work 
technically, what constitutional and statutory standards apply to 
their deployment in India, and how the empirically documented 
risk of bias should inform the design of an appropriate 
regulatory response. The scope of the inquiry is confined to 
place-based (locational) predictive policing for the 
identification of crime hotspots, as distinct from person-based 
predictive risk-scoring, and is comparative across India, the 
United States, the United Kingdom, and, for regulatory 
benchmarking, the European Union. 

 
4. Research Questions / Hypotheses 

Research Questions 
RQ1: Which statistical and computational techniques are most 
used to identify crime hotspots, and how do they differ in 
predictive accuracy and data requirements? 

RQ2: How does India's constitutional privacy and equality 
doctrine constrain the design and deployment of predictive 
policing systems? 

RQ3: Does India's existing statutory framework adequately 
regulate algorithmic processing of crime data for law-
enforcement purposes? 

RQ4: To what extent do predictive policing systems risk 
reproducing or amplifying historical patterns of discriminatory 
enforcement? 

Hypotheses 
H₀: Predictive policing systems deployed in India operate 
within a statutory and constitutional framework that adequately 
safeguards equality and privacy rights. 

H₁: Predictive policing systems deployed in India operate 
within a statutory and constitutional framework that does not 
adequately safeguard equality and privacy rights, owing to law-
enforcement exemptions and the absence of algorithmic 
accountability mechanisms. 
 

5. Research Methodology 
This study adopts a doctrinal-cum-analytical research design, 
combining qualitative legal analysis of constitutional provisions, 
statutes, and judicial decisions with an analytical synthesis of 
secondary technical and policy literature on predictive policing. 
The study does not involve primary fieldwork, algorithmic 
source-code review, or collection of new crime data; rather, it 
synthesizes and critically evaluates findings already reported in 
the peer-reviewed and policy literature, situating them within 
India's constitutional and statutory framework. 

1. Nature of Research: Doctrinal-cum-analytical, combining 
qualitative legal analysis with secondary technical literature 
review. 

2. Sources of Data: Primary legal sources (the Constitution of 
India, statutes, and judicial decisions) and secondary sources 
(peer-reviewed journal articles, conference proceedings, 
government and oversight-body reports, and policy-research 
publications). 

3. Sampling Method: Purposive (non-probability) sampling of 
literature, selected for direct relevance to hotspot-
identification methodology and predictive-policing 
governance. 

4. Statistical Tools: Descriptive synthesis of predictive-
accuracy metrics (e.g., the Predictive Accuracy Index and 
Predictive Efficiency Index) as reported in the cited 
empirical studies; no primary statistical modelling was 
undertaken by the authors. 

5. Scope and Limitations: The study is confined to publicly 
available secondary material; it does not include primary 
fieldwork with police departments or access to proprietary 
algorithmic source code, and the comparative analysis is 
limited to India, the United States, the United Kingdom, and 
the European Union regulatory framework. 

 
6. Technical, Constitutional and Comparative Analysis 
This section integrates the technical and doctrinal strands of the 
inquiry. Section 6.1 surveys the principal statistical and machine-
learning techniques used to identify crime hotspots. Sections 6.2 
to 6.4 examine, in turn, the constitutional, statutory, and judicial 
framework applicable in India and comparable jurisdictions. 
Section 6.5 compares institutional practice across India, the 
United States, and the United Kingdom, and Section 6.6 
examines the cross-cutting risk of algorithmic bias and feedback-
loop entrenchment. 

6.1 Spatial-Statistical and Machine-Learning Techniques for 
Hotspot Identification 

Contemporary hotspot-identification systems can be grouped into 
four broad methodological families. The first, retrospective 
density-based mapping, uses kernel density estimation (KDE) to 
convert discrete point locations of past crimes into a continuous 
risk surface, with bandwidth selection determining the 
smoothness of the resulting hotspot map; KDE remains the most 
widely deployed technique in operational crime-analysis units 
owing to its computational simplicity and interpretability [10], 
[14]. The second family, risk terrain modelling (RTM), inverts 
the analytical logic by identifying environmental features, such as 
transit stops, licensed liquor outlets, or vacant structures, that are 
statistically correlated with elevated crime risk, then combines 
these feature layers into a composite risk terrain independent of 



 

 

 

any single jurisdiction's historical crime counts, which makes 
RTM particularly useful in data-sparse settings or for 
forecasting emerging offence types with limited recorded 
history [9]. The third family comprises self-exciting point 
process models, most prominently the ETAS-derived approach 
pioneered by Mohler and colleagues, which treats each crime 
event as temporarily elevating the local intensity of future 
events, thereby generating dynamically updating, near-real-time 
hotspot forecasts rather than static historical maps [2], [3]. The 
fourth and most recent family encompasses machine-learning 
and deep-learning classifiers, including random forests, 
gradient-boosted trees, and recurrent neural network 
architectures for sequential spatio-temporal data, which can 
flexibly incorporate heterogeneous inputs such as weather, 
socio-economic indicators, calls-for-service, and social-media 
signals, generally at the cost of reduced interpretability and an 
increased risk of overfitting to noise in historical data [12], 
[18]. 

Across these families, predictive performance is conventionally 
benchmarked using the Predictive Accuracy Index (PAI), which 
compares the proportion of future crime captured within 
designated hotspot areas against the proportion of total city area 
those hotspots occupy, and the Predictive Efficiency Index 
(PEI), which further normalises PAI against a hypothetical 
perfect forecast. Reported PAI values vary substantially by 
offence type, geographic scale, and time horizon, with property 
crimes such as residential burglary and vehicle theft generally 
proving more spatially predictable than violent interpersonal 
offences, which are more strongly conditioned by relationship-
specific rather than purely locational factors [15], [18]. Table 1 
summarises the four methodological families along these 
dimensions. 

TABLE 1. COMPARATIVE OVERVIEW OF HOTSPOT-
IDENTIFICATION TECHNIQUES 

Technique Statistical Basis Representative 
Use Key Limitation 

KDE hotspot 
mapping 

Continuous density 
smoothing of 
historical point data 

Routine 
retrospective crime-
analysis mapping 
[10],[14] 

Backward-
looking; no 
inherent 
temporal forecast 

Risk Terrain 
Modelling 

Environmental risk-
factor layering, 
independent of 
crime counts 

Forecasting in data-
sparse or emerging-
offence settings [9] 

Requires reliable, 
well-mapped 
feature layers 

Self-exciting 
point process 
(ETAS) 

Near-repeat 
contagion 
modelling adapted 
from seismology 

LAPD and Kent 
Police near-real-
time forecasting 
[2],[3] 

Computationally 
intensive; needs 
frequent 
recalibration 

Machine-
learning 
classifiers 

Ensemble and deep-
learning pattern 
recognition 

Multi-source data 
fusion, e.g. social-
media signals [12] 

Low 
interpretability; 
risk of overfitting 
to noise 

 

It is important to note a methodological caveat that recurs 
throughout this literature: nearly all reported accuracy figures 
are computed against recorded crime data, which is itself a 
function of reporting and enforcement behaviour rather than a 
direct measure of true offending. This limitation, returned to in 
Section 6.6, means that technical predictive accuracy and 
substantive fairness are analytically distinct properties that must 
be evaluated separately rather than treated as proxies for one 
another. 

 

6.2 Constitutional Perspective: Privacy, Equality and 
Proportionality 

The Supreme Court of India's nine-judge bench decision in 
Justice K.S. Puttaswamy (Retd.) v. Union of India [25] held that 
the right to privacy is intrinsic to the right to life and personal 
liberty guaranteed by Article 21 of the Constitution, and that any 
State action infringing this right must satisfy a four-fold 
proportionality standard: the action must be backed by law, 
pursue a legitimate State aim, be necessary and the least 
restrictive means of achieving that aim, and be accompanied by 
procedural safeguards against arbitrary exercise [28]. Predictive 
policing systems that aggregate calls-for-service data, First 
Information Report (FIR) records, and geo-tagged movement 
patterns squarely engage this standard, since the composite risk 
surfaces they generate constitute a form of profiling that extends 
beyond the discrete purpose for which any individual data point, 
such as a single emergency call or a single FIR, was originally 
collected. 

The legality limb of the Puttaswamy test is particularly 
significant for systems such as CMAPS, which were established 
through inter-departmental memoranda of understanding rather 
than a specific statutory mandate [23]. Absent a clear statutory 
basis defining the purpose, scope, and retention period for 
predictive-policing data processing, such systems sit uneasily 
within the legality requirement, even where their underlying data 
sources are independently lawful. The necessity and least-
restrictive-means limbs further require the State to demonstrate 
why broad, continuously updated geospatial profiling is 
necessary to achieve crime-prevention objectives that might 
otherwise be achieved through less invasive means, such as 
targeted, time-limited deployment of resources following the 
near-repeat principle [1], without indefinite retention of 
behavioural risk scores attached to specific localities or 
communities. Article 14's guarantee of equality before the law 
and protection against arbitrary State action additionally requires 
that any differential allocation of police attention, and the 
differential surveillance burden that accompanies it, be founded 
on an intelligible, non-arbitrary, and demonstrably crime-relevant 
differentia, a requirement examined further in Section 6.6 in light 
of the documented risk of proxy discrimination in hotspot data 
layers [22]. 

6.3 Statutory and Regulatory Framework 

India's statutory landscape governing predictive-policing data 
remains fragmented across instruments not specifically designed 
for law-enforcement analytics. The Information Technology Act, 
2000, particularly Section 43A (compensation for failure to 
protect sensitive personal data) and Section 72A (penalty for 
disclosure of information in breach of contract), applies primarily 
to body corporates and offers limited direct purchase over 
government law-enforcement processing [26]. The Digital 
Personal Data Protection Act, 2023, India's first comprehensive 
data protection statute, establishes consent and purpose-limitation 
obligations for personal data processing but exempts processing 
by the State or its instrumentalities for the prevention, detection, 
investigation, or prosecution of offences from several core 
obligations, including, in defined circumstances, the requirement 
to give notice or to honour data-principal rights of access and 
correction [27]. This exemption, while not unusual in 
comparative data-protection law, leaves predictive-policing 



 

 

 

analytics largely outside the Act's accountability architecture 
precisely where algorithmic risk is highest. 

This gap stands in contrast to the European Union's approach, 
where the General Data Protection Regulation [31] is 
supplemented by a dedicated Law Enforcement Directive 
establishing purpose-limitation, data-minimisation, and 
algorithmic-transparency obligations specific to police and 
criminal-justice processing, and where Article 22 of the GDPR 
creates a qualified right not to be subject to a decision based 
solely on automated processing producing legal or similarly 
significant effects. The United States, by contrast, lacks an 
omnibus federal data-protection statute altogether, leaving 
regulation of predictive policing to a patchwork of 
constitutional doctrine, principally the Fourth Amendment, 
municipal ordinances, and, in a small number of jurisdictions, 
dedicated surveillance-technology oversight statutes requiring 
local legislative approval before deployment. India's Crime and 
Criminal Tracking Network and Systems (CCTNS) [32], which 
forms the backbone data infrastructure feeding systems such as 
CMAPS, similarly lacks a dedicated statutory charter 
specifying algorithmic-accountability obligations, audit 
requirements, or community-notification standards, leaving 
such safeguards, where they exist at all, to internal 
departmental policy rather than enforceable legal right. 

6.4 Judicial Interpretation: India and Comparative Case 
Law 

Beyond Puttaswamy [25], Indian courts have not yet directly 
adjudicated the constitutionality of a predictive-policing hotspot 
system, leaving the proportionality framework to operate, for 
now, as an interpretive standard rather than a tested precedent. 
Comparative jurisprudence is therefore instructive. In Carpenter 
v. United States [29], the U.S. Supreme Court held that law-
enforcement access to historical cell-site location records 
implicates a reasonable expectation of privacy under the Fourth 
Amendment notwithstanding the long-standing third-party 
doctrine, reasoning that the comprehensive, retrospective, and 
involuntarily generated character of location data distinguishes 
it from the more limited disclosures the third-party doctrine was 
developed to address, reasoning with direct relevance to the 
geospatial data aggregation underlying predictive hotspot 
systems. 

In State v. Loomis [30], the Wisconsin Supreme Court 
considered a due-process challenge to a court's use of a 
proprietary algorithmic risk-assessment score at sentencing, 
holding that such tools may be used provided courts are 
informed of their limitations, including the proprietary, non-
disclosed nature of the underlying methodology. While Loomis 
concerned individual risk scoring rather than place-based 
hotspot mapping, its reasoning on the due-process implications 
of opaque, non-auditable algorithms is squarely transferable to 
predictive-policing tools whose risk-scoring methodology is 
rarely disclosed to the public or to affected communities. 
Together, these decisions suggest that Indian courts, applying 
the Puttaswamy proportionality standard, would likely 
scrutinise both the necessity of comprehensive geospatial data 
aggregation and the procedural transparency of the algorithmic 
methodology employed, neither of which is presently assured 
under India's existing statutory or departmental framework. 

6.5 Comparative Institutional Practice: India, United States 
and United Kingdom 

Operational deployment of hotspot-identification technology 
illustrates substantial cross-jurisdictional variation in both 
technical sophistication and governance maturity. In India, the 
Delhi Police's CMAPS, developed in partnership with the Indian 
Space Research Organisation's Advanced Data Processing 
Research Institute, aggregates Dial-100 emergency-call data with 
CCTNS-recorded FIRs to generate hotspot maps refreshed at 
short intervals, alongside thematic filters for locations such as 
transit hubs and areas with documented historical crime 
association [22], [23]. Comparable initiatives have since been 
reported in Punjab, Uttar Pradesh, and Rajasthan, frequently 
bundled with facial-recognition capability, though independent 
evaluation of predictive accuracy or bias remains largely absent 
from the public record [24]. 

In the United States, the ETAS-based system evaluated by 
Mohler et al. achieved measurable crime-reduction effects in Los 
Angeles Police Department divisions under randomised, 
controlled field conditions [3], while person-based risk-scoring 
programmes directed at individuals rather than locations have 
separately drawn sustained criticism for opacity and 
disproportionate impact on minority communities, illustrating 
that the bias concerns documented for place-based systems apply 
with at least equal force to person-based predictive policing [4], 
[19]. In the United Kingdom, the Kent Police division 
participated in the same randomised trial as the Los Angeles 
Police Department, recording similarly positive predictive 
performance relative to manual analyst forecasts [3], while 
subsequent UK practice has increasingly emphasised formal data-
ethics review processes prior to deployment, a procedural 
safeguard largely absent from the Indian deployments reviewed 
in this study. 

This comparison reveals an important asymmetry: jurisdictions 
with the most methodologically rigorous evidence of operational 
effectiveness, namely the United States and United Kingdom 
ETAS trials, are not the same jurisdictions facing the least 
developed accountability infrastructure, while jurisdictions with 
comparatively developed data-protection accountability 
infrastructure, such as the European Union, have been 
comparatively cautious in deploying place-based predictive 
policing at scale. This suggests that technical efficacy and 
governance maturity have, to date, evolved largely independently 
of one another, with no jurisdiction yet demonstrating both 
rigorous predictive validation and comprehensive rights-
protective governance simultaneously, a gap that directly 
motivates the recommendations advanced in Section 8. 

6.6 Algorithmic Bias, Feedback Loops and Accountability 
Gaps 

The central normative risk identified across the literature is not 
that predictive policing systems are inaccurate, but that they may 
be accurate predictors of where police will find crime precisely 
because police have historically concentrated enforcement there, 
rather than accurate predictors of where crime actually occurs 
independent of enforcement patterns [4], [7]. Ensign et al.'s [6] 
formal feedback-loop model demonstrates that, absent deliberate 
correction, this dynamic is mathematically self-reinforcing: 
predicted hotspots receive intensified patrol, intensified patrol 
mechanically generates more recorded incidents through 



 

 

 

increased detection of low-level offences that are detected only 
when actively searched for, and those additional recorded 
incidents feed back into the model as confirmation of the 
original prediction, regardless of the true spatial distribution of 
underlying offending. 

In the Indian context, this risk is compounded by two further 
structural features. First, India's recorded-crime statistics have 
long been understood to under-represent offending in any 
locality where community trust in police is low, meaning 
predictive models trained on FIR data may simultaneously 
over-represent over-policed localities and under-represent 
under-reporting localities, a double distortion not fully captured 
in the largely U.S.-focused feedback-loop literature. Second, 
the historical legacy of colonial-era group-based criminalisation 
under the now-repealed Criminal Tribes Act, 1871, and the 
continued informal stigmatisation of communities formerly 
notified under that Act, raises a particular risk that locational or 
community-association filters embedded in tools such as 
CMAPS could function as a digitally mediated continuation of 
group-based profiling that Indian constitutional law has 
otherwise sought to repudiate [22]. 

Addressing this risk requires distinguishing between predictive 
accuracy, which can be benchmarked using PAI/PEI metrics 
against recorded crime, and distributive fairness, which requires 
independent benchmarking against victimisation surveys, 
demographic parity analysis, or other data sources not 
themselves generated by historical enforcement decisions. 
Selbst [20] and Richardson et al. [7] both argue that 
algorithmic-accountability obligations, including pre-
deployment impact assessments, mandatory bias audits 
disaggregated by relevant social categories, and meaningful 
avenues for community and judicial review, are necessary 
precisely because facially neutral, statistically grounded outputs 
can mask exactly the kind of indirect discrimination that anti-
discrimination and constitutional-equality doctrine is designed 
to prevent. The absence of any comparable statutory 
requirement in India's current framework, examined in Section 
6.3, constitutes the central regulatory gap this article identifies. 
 
7. Findings and Observations 

1. Spatio-temporal statistical models, particularly self-
exciting point process approaches, demonstrate measurable 
operational advantages over manual analyst-based hotspot 
identification under controlled field conditions, but the 
strongest empirical evidence for this advantage remains 
concentrated in a small number of well-resourced 
jurisdictions outside India. 

2. Predictive accuracy, as conventionally measured through 
PAI/PEI benchmarking against recorded crime data, is 
analytically distinct from distributive fairness, and the 
literature confirms that high predictive accuracy is fully 
compatible with significant disparity in enforcement 
impact across communities. 

3. India's constitutional proportionality standard under 
Puttaswamy provides a doctrinally robust, but as yet 
judicially untested, framework for scrutinising predictive-
policing deployments, particularly on the dimensions of 
legality and necessity. 

4. The Digital Personal Data Protection Act, 2023, and the 
Information Technology Act, 2000, together leave a 
substantial regulatory gap for law-enforcement algorithmic 

processing, owing to broad law-enforcement exemptions and 
the absence of any dedicated statutory charter for systems 
such as CMAPS or CCTNS-linked analytics. 

5. Comparative practice shows no single jurisdiction 
simultaneously achieving rigorous predictive validation and 
comprehensive rights-protective governance; India's 
deployments score comparatively low on transparency and 
independent evaluation relative to the United States and 
United Kingdom ETAS trials. 

6. Documented bias mechanisms, including feedback loops, 
dirty data, and locational proxies for community identity, 
present a structurally similar risk across jurisdictions, but are 
arguably compounded in India by the historical legacy of 
group-based criminalisation and by recorded-crime data that 
under-represents low-trust localities. 

7. Existing Indian deployments of predictive hotspot-mapping 
technology have proceeded with limited public disclosure of 
methodology or accuracy benchmarks, constrained further by 
broad law-enforcement exemptions under the Right to 
Information Act, 2005. 

 
8. Suggestions and Recommendations 

1. Statutory basis and purpose limitation: Predictive-policing 
systems should be established through specific statutory or 
subordinate legislative authority, rather than inter-
departmental administrative arrangement alone, clearly 
defining permissible data sources, retention periods, and the 
precise crime-prevention purposes for which hotspot outputs 
may be used, in order to satisfy the legality limb of the 
Puttaswamy proportionality standard. 

2. Mandatory algorithmic impact assessment: Before 
deployment or material modification, predictive-policing 
systems should undergo a documented impact assessment 
evaluating predictive accuracy, data provenance, and 
disparate-impact risk across relevant demographic and 
locational categories. 

3. Independent audit and bias benchmarking: Periodic, 
independent, non-departmental auditing should benchmark 
hotspot predictions not only against recorded-crime PAI/PEI 
metrics but also, where feasible, against independent 
victimisation-survey data, to distinguish genuine predictive 
accuracy from enforcement-pattern circularity. 

4. Removal of identity-proxy filters: Locational filters keyed to 
broad categories such as migrant settlements or areas 
historically associated with crime should be reviewed and, 
where they function as proxies for caste, religious, or 
economic identity rather than demonstrably crime-relevant 
environmental features, removed or replaced with narrowly 
tailored, environment-specific risk-terrain variables. 

5. Human-in-the-loop deployment: Algorithmic hotspot outputs 
should inform, rather than determine, resource-allocation 
decisions, with documented human supervisory review 
preserved at the point of operational deployment, consistent 
with the due-process concerns articulated in State v. Loomis. 

6. Statutory amendment to close the law-enforcement gap: The 
exemptions presently available to law-enforcement 
processing under the Digital Personal Data Protection Act, 
2023, should be narrowed and supplemented with law-



 

 

 

enforcement-specific safeguards, comparable to the 
European Union's Law Enforcement Directive, including 
data-minimisation, purpose-limitation, and data-principal 
notification obligations calibrated to the operational needs 
of policing. 

7. Transparency consistent with operational security: While 
full public disclosure of operational deployment locations 
may be inappropriate, aggregate methodology, accuracy 
benchmarks, and audit outcomes should be published in a 
manner consistent with, rather than exempted from, the 
Right to Information Act, 2005. 

8. Community and judicial oversight mechanisms: State 
governments deploying predictive-policing tools should 
establish independent oversight boards, including civil-
society and affected-community representation, with 
authority to review deployment decisions and recommend 
suspension where bias audits reveal significant disparate 
impact. 

 
9. Conclusion 
This article has examined the identification of crime hotspots 
through predictive policing from both a technical and a legal-
constitutional standpoint, situating the inquiry within the Indian 
regulatory landscape while drawing on comparative experience 
from the United States, the United Kingdom, and the European 
Union. The technical literature confirms that spatio-temporal 
statistical models, particularly self-exciting point process and 
risk-terrain approaches, can meaningfully improve the 
efficiency of police resource allocation relative to manual 
hotspot identification. At the same time, the socio-legal 
literature establishes with equal clarity that predictive accuracy 
measured against historical enforcement data is not 
synonymous with fairness, and that algorithmic hotspot systems 
trained on such data carry a structural risk of entrenching, 
rather than correcting, pre-existing patterns of disproportionate 
policing. 

India's constitutional proportionality doctrine, articulated in 
Puttaswamy, offers a robust normative framework for 
evaluating these systems, but remains judicially untested in this 
specific context, while the statutory landscape, spanning the 
Information Technology Act, 2000, and the Digital Personal 
Data Protection Act, 2023, leaves substantial law-enforcement 
exemptions that limit algorithmic accountability precisely 
where the risk of harm is greatest. The study's findings support 
the article's working hypothesis (H₁) that India's existing 
framework does not yet adequately safeguard equality and 
privacy rights against the specific risks posed by predictive-
policing technology. Addressing this gap does not require 
abandoning the demonstrated operational value of spatio-
temporal forecasting techniques, but rather embedding them 
within a statutory architecture of impact assessment, 
independent audit, human supervision, and community 
oversight, so that the identification of crime hotspots 
strengthens public safety without eroding the constitutional 
guarantees of equality, privacy, and due process that must 
accompany it. 
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